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Hash Functions

A: alphabet; A∗: all finite-length words in A; An: words up to length n in A.

Example: A = {0, 1}; A2 = {0, 1, 00, 11, 01, 10};
A∗ = {0, 1, 00, 11, 01, 10, 000, 111, 001, 010, 100, 011, 101, 110, ...}.

Definition

A length n hash function, or compression function, is a map A∗ → An. A hash
function h : A∗ → An is called a cryptographic hash function if it satisfies the
following properties:

▶ Collision-resistance: it is computationally infeasible to find a pair x, x′ of
distinct messages such that h(x) = h(x′).

▶ Second pre-image resistance: given a message x, it is computationally
infeasible to find another message x′ ̸= x such that h(x) = h(x′).

▶ One-wayness: given a hash value y ∈ An it is computationally infeasible
to find a pre-image x ∈ A such that h(x) = y.
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Cayley Hash Functions

G: finite group with generator set S = {s1, . . . , sk}; |A| = |S|, so there is an
associative binary operation

⋆ : G×G → G

and every element g ∈ G has an expression g = se11 . . . s
ek
k .

Definition (Cayley hash function)

Given an injective map π : A → S, define the hash value of the message
x1x2 . . . xk to be the group element π(x1)π(x2) . . . π(xk).

Security ≡ some concise mathematical problem; inherently parallelizable.

Definition (Factorization problem)

Let L > 0 be a fixed constant. Given g ∈ G, return m1, . . . ,mL and ℓ ≤ L,

with mi ∈ {1, . . . , k} such that
ℓ∏

i=1

smi = g.
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Motivation

▶ Several widely used hash functions, including the NIST-standardized SHA
(Secure Hash Algorithms) functions, are built from block ciphers.

▶ The security of block cipher-based hash functions is heuristic: it does not
reduce to a well-known difficult mathematical problem.

▶ The security of Cayley hash functions is equivalent to some concise
mathematical problem, i.e. “provable security".

▶ Cayley hashes are inherently parallelizable, i.e. allow simultaneous
computation of the hash value of different parts of the message, and
recombining these at the end.

▶ However, Cayley hash functions are also inherently mallaeble: given a hash
h(m) of an unknown message m, h(x1||m||x2) = h(x1)h(m)h(x2) for any
texts x1, x2.

▶ Further, they lack preimage resistance for small messages. However, there
exist fixes for these disadvantages.
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Famous Cayley Hash Functions

SL2(Fpk ): Special 2× 2 matrix group over finite field Fpk

Definition (Zémor Hash Function, (Zémor, 1991))

For generators A0 =

(
1 1
0 1

)
, A1 =

(
1 0
1 1

)
of SL2(Fp), a message

m = m1m2 . . .mk ∈ {0, 1}∗ define H(m1 . . .mk) = Am1 . . . Amk .

Definition (Tillich-Zémor Hash function)

Let n > 0 and q(x) be an irreducible polynomial over F2. Write

K = F2[x]/q(x). Consider A0 =

(
x 1
1 0

)
and A1 =

(
x x+ 1
1 1

)
, which are

generators of SL2(K). For a message m = m1m2 . . .mk ∈ {0, 1}∗ define
H(m1 . . .mk) = Am1 . . . Amk (mod q(x)).
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Generalizations of Algebraic Hash Functions

Definition (Generalized Zémor Hash Functions)

Consider the generators A0 =

(
1 α
0 1

)
and A1 =

(
1 0
β 1

)
in the group

SL2(Fpk ). For a message m = m1m2 . . .mk ∈ {0, 1}∗ define the hash value
H(m1 . . .mk) = Am1 . . . Amk .

A0, A1 have order p, so one trivially has collisions of length p with the empty
word. Want to find collisions with length at most, say O(

√
p).

Definition (Generalized Tillich-Zémor hash functions)

Consider the generators A0 =

(
α 1
1 0

)
and A1 =

(
β 1
1 0

)
where α, β ∈ Fpk ,

in the group SL2(Fpk ). For a message m = m1m2 . . .mk ∈ {0, 1}∗ define the
hash value H(m1 . . .mk) = Am1 . . . Amk .
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Collisions from Triangular and Diagonal Matrices

▶ (Petit et al., 2009): if one can produce “sufficiently many" messages
whose images in the matrix groups are upper/lower triangular, then one
can find collisions of the generalized Zémor and Tillich-Zémor hash
functions. Find m such that

h(m) =

(
a b
0 d

)
;h(m) =

(
a b
c 0

)
;h(m) =

(
a 0
0 d

)

Problem 1 (Triangularising Hashes)

Given a matrix C ∈ SL2(Fpk ) formed as product of A0 and A1, find the
conditions under which there exist integers m and n (of size significantly
smaller than pk) such that CAm

0 An
1 is upper/lower triangular, or even diagonal.

Compute m and n if they exist.
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Generalized Zémor hash functions
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Extending Messages for Triangular Zémor Hashes

Lemma 1

Let k ≥ 1 and α · β ∈ Fp. Let z be any message and C := H(z) be its
corresponding hash value. Assume that a := C[0, 0] ̸= 0. Then, there exist
integers m,n ∈ {0, 1, . . . , p− 1} such that C ·Am

0 ·An
1 is upper triangular.

Proposition 1

If α ·β ̸∈ Fp, then C ·Am
0 ·An

1 is upper triangular for m,n ∈ Fp if and only if for

γ =

(
d((dβ)p−1 − cp−1)

αcp(1− (αβ)p−1)

)
, (1)

we have γp = γ, and m = γ; n =
−c

β(mcα+ d)
. If k = 2 then γp = γ always

holds.
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Condition for Triangularisability

Can we generalize this method to make C ·Am1
0 An1

1 . . . Amr
0 Anr

1 upper/lower
triangular and thereby extend the result to all SL2(Fpk )? For an extension
where multiplication by a product Am

0 An
1 is allowed twice:

Lemma 2

For C :=

(
a b
c d

)
, there exits integers m1,m2, n1, n2 such that

CAm1Bn1Am2Bn2 is upper triangular if and only if the equation

q3x
2y + q2xy + q1y + q0 = 0 (2)

has a solution (x, y) ∈ Fp × Fp, where q0, q1, q2, q3 are given by

q3 = cp
2

αβ((αβ)p
2−1 − 1),

q2 = cp
2

γαβ(γp−1 − (αβ)p
2−1) + dβ((dβ)p

2−1 − 1),

q1 = dβγ(cp
2

γp−1 − (dβ)p
2−1),

q0 = cp
2

γ(γp−1 − 1).

(3)
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Example: Condition for Triangularisability

Example 1

For simplicity, consider the field F25 with generator z5 and α = z35 + 1,
β = z35 + z25 + 1. Consider the hash matrix

C =

(
z45 + z35 + z25 + z5 z45 + z35 + z25 + z5

z35 z45 + z35 + z25

)
.

Here, we have γ = z45 + z5 + 1 and the polynomial in Equation (2) is
(z25 + z5)x

2y + (z35 + z25 + 1)xy + (z35)y + (z45 + z25 + z5). The
⟨(z25 + z5)x

2y + (z35 + z25 + 1)xy + z35y + (z45 + z25 + z5), x
p − x, yp − y⟩ is

trivial, so its Gröbner basis is {1}. So, no solution exists.
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Example: Collisions

For p = 7919, α = 5698, β = 6497, consider the message text

z =0441410171490471170501310151100391120210024141028123091004712301130018

132024114001490191280241260261260111101712003812201213808133039142047129

01014101414501314004211302160401310212701170361190312501012702112012123

03618025139036100191390371320141403112016123049125023119046123036131

We have, H(z) =

(
4812 5537
4987 1690

)
∈ SL2(Fp).

Then for z1 = 130 · z · 062261744 and z2 = 133 · z · 062261180 we have the

collision H(z1) = H(z2) =

(
4812 0
0 1542

)
.
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Generalized Tillich-Zémor hash functions
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Generalized Tillich-Zémor Hash Functions

Consider the generalized Tillich-Zémor hash function ϕ with the generators

A0 =

(
α 1
1 0

)
and A1 =

(
β 1
1 0

)
where α, β ∈ Fpk .

Consider the matrix Y =

(
x 1
1 0

)
and first compute its powers.

Y n =

(
fn(x) fn−1(x)

fn−1(x) fn−2(x)

)
, n ≥ 2 (4)

where f0(x) = 0, f1(x) = 1, and

fn(x) = xfn−1(x) + fn−2(x) (5)

It is clear that the recurrence relation (5) fully describes the powers of the
matrix Y .

Simran Tinani Methods for Collisions in some Algebraic Hash Functions 14 / 20



Generalized Zémor hash functions Generalized Tillich-Zémor hash functions Thank You! References

Computing fn(x) for characteristic p ̸= 2

We may solve (5) by finding roots of the auxiliary polynomial t2 − xt− 1 = 0.
It can be shown that for any n ≥ 1, we have

fn(x) =
1

2n+1

 ∑
0≤i≤n, n−i is even

(n−i)/2∑
j=0

(
n+ 1

i

)(
(n− i)/2

j

)
2n−2jxi+2j

 ∈ Fp[x]

Powers of A0 and A1 may therefore be computed in constant time.
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Condition for Collisions

▶ Fpk is viewed through the isomorphism Fpk
∼= Fp[x]/⟨q(x)⟩ where q(x) is

an irreducible polynomial of degree k over Fp.

▶ Thus, γ ∈ Fpk is a polynomial of degree smaller than k, say γ = gγ(x).

▶ fn(γ) can be calculated as a polynomial modulo q(x) by simply composing
fn and g, i.e. fn(γ) = fn(gγ(x)) (mod q(x)).

Lemma 3

Suppose that the adversary can compute integers m and n such that
fn−1(gα(x)) = fm−1(gβ(x)) (mod q(x)) and fn−2(gα(x)) = fm−2(gβ(x))
(mod q(x)). Then, the adversary can compute a collision of size
O(max(m,n)) for the Generalized Tillich-Zémor hash function ϕ.

▶ Even for the simplest equation fn(x) = 0 (mod q(x)), finding a solution
for n is not straightforward, since n occurs both as a polynomial term and
in the exponent of 2.
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Condition for Collisions

Lemma 4

Let Fp[x]/⟨q(x)⟩ be a finite field. If an adversary can find integers m and n
such that the following relations hold

fm(fn(x)) + fm−1(fn−1(x)) = 1 (mod q(x))

fm(fn−1(x)) + fm−1(fn−2(x)) = 0 (mod q(x))

fm−1(fn(x)) + fm−2(fn−1(x)) = 0 (mod q(x))

fm−1(fn−1(x)) + fm−2(fn−2(x)) = 1 (mod q(x)),

then H(0m1n) = H() gives a collision with the hash H() of the empty word.
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Malicious Design for Finite Field

▶ If q(x) is chosen such that Y has a known and “small enough"
multiplicative order ny, then also A0 and B0 have small multiplicative
orders which divide ny, and can therefore be calculated easily.

Proposition 2

▶ If one can find N such that gcd(fN (x)− 1, fN−1(x)) has an irreducible
divisor q(x) of degree d, one can find a collision of size O(N) for the hash
function ϕ(x) over the finite field Fp[x]/⟨q(x)⟩.

▶ Given a fixed finite field Fp[x]/⟨q(x)⟩, if one can find an integer N such
that q(x) divides gcd(fN (x)− 1, fN−1(x)) then one can find collisions of
size O(N) for ϕ.
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Thank You!
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